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Radio Frequency Identification – RFID

A. What is RFID?

RFID, or radio frequency identification, encompasses technologies that use radio waves to automatically identify individual items.  Several methods exist for identifying objects using RFID.  The most common of these methods is to encode a serial number that uniquely identifies a person, place or thing.  This information is stored on a microchip that is attached to an antenna.  Together the chip and the antenna are called an RFID transponder or “tag”.  The antenna enables the chip to transmit the identification information to a reader. The reader converts the radio waves into digital data that a computer can use. The entire RFID system consists of the RFID transponder or tag, a reader with an antenna, connected to a computer with the appropriate software. 

The benefits or advantages of using RFID include but are not limited to:

· Line of sight is not necessary for information to be collected. 

· Multiple transponders can be read simultaneously. 

· The transponder can be integrated into a pressure sensitive printable label, or enclosed in various substrates for use in harsh environments. 

· Batteries are not required for operation. 

The current industries and\or applications for RFID technology are:

· Access Control

· Animal Tracking

· Airline Baggage ID

· Automotive

· Document Tracking

· Logistics


· Wireless Commerce

· Product Authentication

· Sports Timing

· Ticket Sales and Verification

There are basically two families of RFID tags in use today, Active and Passive. Active tags hold much more data, can be read from a much farther distance, require a battery for operation and cost more. Passive tags hold very little data, can only be read at short distances, do not require a battery and are much cheaper.  
Transponders come in frequencies ranging from 125 kHz to 2.45 GHz.  Currently, the most commonly used RFID transponder inlays come in frequencies of 13.56 MHz (know as HF or High Frequency) or 915 MHz (known as UHF or Ultra High Frequency).  
B. DOD RFID Policy July 30 2004.

DOD RFID Policy addresses both active and passive RFID tag requirements.  
Active RFID Tags:

Powered by an internal battery

Read-write – tag data can be rewritten or modified

Much longer read range up to about 300 feet

Data rich – current DOD version has 128k programmable
Active RFID tags will be applied to freight containers, large engine containers, and 463L air pallets of DOD cargo being shipped outside the continental US (OCONUS). This excludes vehicles and conventional packing. The RFID tags will be loaded with the content level detail in accordance with the DOD RFID tag data specification. If the originating activity is a vendor location, it is the responsibility of the procuring Service/Agency to arrange for the vendor to apply active tags. This may be accomplished by obtaining sufficient RFID equipment to provide to the vendor to meet the requirement or requiring the vendor to obtain necessary equipment as a term of the contract.

Passive RFID Tags:



Obtain operating power from the reader

Read-only tags programmed with a unique set of data that can not be modified or read-write
Lightweight, smaller, less expensive, virtually unlimited lifetime

Shorter read ranges up to about 15 feet

Limited data storage – 64 or 96 bit
Passive RFID tags will be phased into the DOD supply chain depending upon the class of material being shipped and the destination of the shipment.
In accordance with the DOD Passive RFID Policy, tagging will be required for all DOD manufacturers and suppliers who have new contracts, issued with the appropriate contract clause, according to the RFID policy implementation guidelines.  

DOD is implementing RFID in three phases.  We are currently in Phase 2.
Phase 2  Passive RFID is required on cases (exterior shipping containers), cases packaged within palletized unit loads, and all palletized unit loads for the following commodities (pending appropriate safety certifications):



Class I – Subsistence, limited to Packaged Operational Rations (POR)
Class II – Clothing, Individual Equipment, Tools

Class IIIP – Packaged Petroleum, Lubricants, Oils, Preservatives, Chemicals, Additives

Class IV – Construction and Barrier Material

Class VI – Personal Demand Items

Class VIII – Medical Materials (except Pharmaceuticals, biologicals, and reagents)
Class IX – Weapon System Repair Parts and Components

That are being shipped to:
· DLA Defense Distribution Depots

· Albany, GA

· Anniston, AL

· Barstow, CA

· Cherry Point, NC

· Columbus, OH

· Corpus Christi, TX

· Ogden, UT

· Jacksonville, FL
· Oklahoma City, OK

· Norfolk, VA

· Puget Sound, WA

· Red River, TX

· Richmond, VA

· San Diego, CA

· Susquehanna, PA 

· San Joaquin, CA

· Tobyhanna, PA

· Warner Robbins, GA

· TRANSCOM Air Mobility Command Terminals

· Charleston, SC

· Norfolk, VA

· Fairfield, CA (Travis AFB)
Phase 3 – Passive RFID shall be required on cases (exterior shipping containers), cases packaged within palletized unit loads, all palletized unit loads, and on unit packs for unique identification items (UID) shipped to any DoD location for all commodities except for bulk commodities. Bulk commodities are those shipped in rail tank cars, tanker trucks, trailers, other bulk wheeled conveyances or pipelines.
Phase 3 requirements were originally intended for implementation in 2007, however the current statement is given in the RFID Suppliers’ Guide and on the DOD RFID website regarding phase 3 implementation:  “The DOD will not require suppliers to apply passive RFID tags to the unit pack of UID items during the 2007 calendar year. The Department will continue to evaluate the appropriate time frame to begin tagging at the unit pack level for UID items and will promulgate this requirement in advance of future issuances.”
Passive RFID technology is a rapidly evolving field. The Electronic Product Code (EPC) is an identification scheme for universally identifying objects via RFID tags and other means. The EPC tag data standards have been published by EPCglobal Inc., an industry organization responsible for setting standards for RFID use. EPCglobal is a joint venture between European Article Numbering International (EAN) and the Uniform Code Council (UCC). The previous efforts of the Uniform Code Council are now a visible part of our everyday life – the UPC bar code on retail products. 

UPC=Universal Product Code

EPC=Electronic Product Code

The standard EPC data consists of an EPC that uniquely identifies an individual object along with an optional filter value to enable effective reading of the EPC tags. Certain classes of EPC tags will allow user-defined data. 
EPCglobal has published standards on EPC Class 0 and Class 1, V1

Class 0 – read only

Class 1, V1 – write once, read many (worm)

“Generation 2” is the latest and most evolved standard for Class 1 tags.  Generation 2 tags are now mandatory for DOD shipments.

What data will the RFID tag contain to meet DOD requirements? Each RFID tag is like a small license plate which carries a serial number that is associated with the container or pallet load. Suppliers must ensure that each tag identification is unique.  DOD will accept the EPC tag data identity type (formerly called data construct), or contractors may use the DOD tag data identity type if they are not a subscriber in the EPCglobal program. The layout for the 96 bit identity type is shown below as an example:
DOD 96-Bit Identity Type (formerly Data Construct) – 96 bits total user memory on tag
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Fields:
· Header – specifies that the tag data is encoded as a DOD 96-bit tag identity type, use binary number 0010 1111 

· Filter – identifies a pallet, case, or UID item associated with tag, represented in binary number format using the following values: 

· 0000 = pallet 

· 0001 = case 

· 0010 = UID item 

· 0011 – 1111 all other combinations = reserved for future use. 

· DODAAC/CAGE – identifies the supplier and ensures uniqueness of serial number across all suppliers - represented in ASCII format. When using a CAGE code, a space in ASCII format should be inserted on the left of the CAGE data to fill out the 48 bits (see Suppliers’ Guide for details of encoding this field). Example above is for CAGE 2S194. 
· Serial Number – uniquely identifies up to 236 = 68,719,476,736 tagged items, represented in binary number format. Example above is for serial number 12,345,678,901.
· Hexadecimal Representation – The binary number encoded in the tag is converted to a hexadecimal format to be reported in the ASN. The above data in hexadecimal would be: “2F02032533139342DFDC1C35”
The DOD approved frequency range for the tags is 860 – 960 MHz. The performance requirements for tags passing through a portal are readability at a distance of at least 3 meters, reading passive RFID tags moving 10 miles per hour. For tags moving on a conveyor, the read distance shall be at least 1 meter reading passive RFID tags moving at 600 feet per minute.
C. Passive RFID in Contracts 
DFARS clause 252.211-7006, Radio Frequency Identification, incorporating Phase 2 requirements was published as an interim rule on May 19, 2006.  The final clause was published in the Federal Register on February 12, 2007.   
Phase 2 RFID is required when all three of the following conditions exist:
a. The RFID clause is in the contract (or is included by reference)
b. Items are Class I (Rations), Class II, Class IIIP,  Classes IV and VI, Class VIII (excluding pharmaceuticals, biologicals or reagents), or Class IX, AND
c. The contract destination is:  Defense Distribution Depot, Susquehanna, PA: DODAAC W25G1U or SW3124; Defense Distribution Depot, San Joaquin, CA: DODAAC W62G2T or SW3224; Defense Distribution Depot, Albany, GA: DODAAC SW3121; Defense Distribution Depot, Anniston, AL: DODAAC W31G1Z or SW3120; Defense Distribution Depot, Barstow, CA: DODAAC SW3215; Defense Distribution Depot, Cherry Point, NC: DODAAC SW3113; Defense Distribution Depot, Columbus, OH: DODAAC SW0700; Defense Distribution Depot, Corpus Christi, TX: DODAAC W45H08 or SW3222; Defense Distribution Depot, Hill, UT: DODAAC SW3210; Defense Distribution Depot, Jacksonville, FL: DODAAC SW3122; Defense Distribution Depot, Oklahoma City, OK: DODAAC SW3211; Defense Distribution Depot, Norfolk, VA: DODAAC SW3117; Defense Distribution Depot, Puget Sound, WA: DODAAC SW3216; Defense Distribution Depot, Red River, TX: DODAAC W45G19 or SW3227; Defense Distribution Depot, Richmond, VA: DODAAC SW0400; Defense Distribution Depot, San Diego, CA: DODAAC SW3218; Defense Distribution Depot, Tobyhanna, PA: DODAAC W25G1W or SW3114; Defense Distribution Depot, Warner Robins, GA: DODAAC SW3119; Air Mobility Command Terminal, Charleston Air Force Base, Charleston, SC: Air Terminal Identifier Code CHS; Air Mobility Command Terminal, Naval Air Station, Norfolk, VA: Air Terminal Identifier Code NGU; Air Mobility Command Terminal, Travis Air Force Base, Fairfield, CA: Air Terminal Identifier Code SUU. 
OR a location outside the contiguous US when the shipment has been assigned Transportation Priority 1.
Note that the DOD Activity Address Code (DODAAC) is shown for each location.  Some locations have several DODAACs and there was initial confusion over which specific activity at a location would require RFID application.  Also note that the Transportation Priority 1 shipments to OCONUS destinations is a new requirement, specified for the first time in the February 2007 version of the DFARS clause.  These shipments were not noted in the original RFID policy, but were added later.

The contractual RFID clause imposes two major requirements on suppliers:
1.  Passive tagging of the case (exterior shipping container), pallet, and cases within the pallet load, in accordance with the implementation plan

· Tag data standards per EPCglobal requirements or the DOD Format

· Tag placement per MIL-STD-129, Section 4.9.2

2. Transmit the serial number data that matches up to the shipment – provide information about the RFID tag with an Advance Shipment Notification via Wide Area Workflow (WAWF).   Advance Shipment Notification (ASN) – EDI Ship Notice/Manifest Transaction Set (856), web-based or user defined format submitted via WAWF.
The ASN enables the sender to describe the contents and configuration of a shipment in various levels of detail. Most of the data required by an ASN are already being submitted to the DOD via WAWF.  Additional data required for RFID are the RFID tag number, the line item number, and the quantity.  The RFID data will be entered under the PACK tab in the WAWF data entry screen. 

The intent of the ASN is to associate the RFID tag data with the shipment and material data and pre-populate this data into the DOD receiving environment. This transfer of shipment data is a key step in the passive DOD RFID implementation. It allows the identification of material at the destination based solely on reading the RFID tag. For the process to work as intended, the receiving report (ASN) must be received by the DOD receiving activity before the tagged material arrives. When the shipment arrives and the RFID tags are read, the shipment will automatically be updated as received by the depot. 

Are barcodes still required on cases/cartons?  Yes.  The requirements of human-readable, linear bar codes, and 2D Military Shipping Labels have not been altered by the RFID initiative.  These methods of marking must remain as a backup when conditions do not permit the use of RFID.
Additional Information:

DOD RFID Website:

http://www.dodrfid.org
DOD Wide Area Workflow (WAWF) Website:

https://wawf.eb.mil/
EPCglobal Website:

http://www.epcglobalinc.org/
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PASSIVE RADIO FREQUENCY IDENTIFICATION CHECKSHEET
IS RFID REQUIRED?

Is DFARS Clause 252.211-7006 (FEB 2007)

Radio Frequency Identification in the contract?



Yes ____   No ____

Is the item in Supply Class I (Packaged operational rations), 

Class II, Class IIIP, Class IV, Class VI, Class VIII (except 

pharmaceuticals, biologicals or reagents), or Class IX?


Yes ____   No ____

Are the items being shipped to one of the DOD addresses (DODAACs)

from in the current DFARS clause), or is the shipment OCONUS TP1? 
Yes ____   No ____

If all three of the above conditions are met (Yes), then passive RFID is required.

WHEN PASSIVE RFID IS REQUIRED:

Has the contractor placed RFID tags on all the exterior cases?

Yes ____   No ____

(Including cases stacked on a pallet)

Has the contractor placed RFID tags on the pallet loads?


Yes ____   No ____

Do the tags appear to be properly located to insure maximum 

readability and minimal chance of damage in transport?


Yes ____   No ____

Does the contractor have a system in place to ensure RFID uniqueness?
Yes ____   No ____

Has the contractor used a required tag data format?





DoD Data Identity Type





Yes ____   No ____


EPCglobal (SGTIN, GRAI, GIAI or SSCC)



Yes ____   No ____

Has the supplier verified the RFID tags were readable when encoded?
Yes ____   No ____

Are the Hexadecimal tag numbers associated with a case or pallet?

Yes ____   No ____

Method of RFID Advance Shipment Notice (ASN)?


Wide Area Workflow (WAWF) Interactive Web Site
_____


856 Receiving Report (WAWF EDI)



_____


Receiving Report UDF Transaction (WAWF SFTP)

_____

RFID SUPPLY CLASS LOOKUP TABLE

From the RFID Website: http://www.acq.osd.mil/log/rfid/FSC.htm 

The assignment of Federal Supply Class (FSC) to a Class of Supply was based off the Defense Logistics Information Service (DLIS) analysis and should be used as a reference for compliance with the DOD RFID Policy. The final resolution of material to be tagged will be determined by the Contract.

The information below focuses on determining the specific material impacted by the class/commodities phased approach for DOD’s implementation of RFID. The type of commodities affected by the DOD RFID initiative is based on the Classes of Supply, which have been further categorized by Federal Supply Classification (FSC).


Determine the Federal Supply Class of the item in question. The FSC is the first four digits of the item National Stock Number.  The Class of Supply is shown in the second column.

The year shown is when passive RFID tagging is specified by DOD RFID Policy.  For contractors, the specified DFARS Clause in the contract will state which classes of supply must have RFID tags.
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